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Data Use Policy
Retention, access control, permitted and prohibited uses of the safety score

Project Course Case Study Version

HaulTrack - 1,800-truck fleet telematics B.Tech CSE - Software Engineering &
Project Management

No. 19 1.0 (baseline)

Plain-language policy attached to the requirements. Intended to be shown to the drivers' union. It should be reviewed
by Legal / Data Protection against applicable law (for an Indian operator, the Digital Personal Data Protection Act,
2023) before adoption; this document is a project deliverable, not legal advice.

1. Principles
• The safety score is a coaching tool. It helps drivers and managers see patterns; it does not decide a person's

employment.

• We collect only what we need to run safe operations and to show the insurer that safety has improved, and no more.

• Drivers can see what is recorded about them, how the score is built, and challenge it.

• The score must be fair across terrain. A driver is not marked down for braking that a hill makes unavoidable.

2. What is collected - and what is not
Collected (ignition on only) Not collected

Position, speed, harsh braking, idling and fuel level every 30
seconds while the truck is on duty; derived events (harsh braking,
speeding, idling) with road gradient

Anything while the ignition is off or the driver is logged off; in-cab
audio or video; the driver's personal phone; private-time location

3. Retention schedule
Tier Content Retention Why this long (insurer evidence vs. privacy)

A Raw
telemetry

30-second records with position 90 days, then deleted Long enough to resolve disputes and incident
claims; position traces are not needed beyond
that. Limits surveillance.

B Event
records

Harsh-braking and other events:
time, severity, gradient band, road
segment (not coordinates)

13 months identified,
then pseudonymised
(driver identity removed
irreversibly) for up to 36
months

13 months covers one full policy / appraisal year
plus pending appeals. After that the insurer can
still verify counts without knowing who.

C Aggregates Depot and terrain-class rates per
100 km, by period

36 months Insurer needs a baseline year, a post-change
year and a renewal comparison; this is the
evidence of harsh-braking reduction.

Safety score 28-day score and breakdown Current and 13 months of
history, then deleted

Supports coaching trends and appeals only.

Audit log Who accessed what, when and why 36 months Proof that this policy was followed.

Insurer requirement vs. design: the insurer's need is a trend of harsh braking per 100 km, which tiers B
(pseudonymised) and C provide. It does not need long-lived raw position traces or named drivers, so those are not
kept.

4. Access control
Role Raw position (A) Events (B) Individual score Aggregates

(C)
Audit log

Driver (own data) Own, 90 d Own, 13 m Own, with breakdown No No

Team manager No Own team, coaching
only

Own team, coaching only,
each access logged

Own team No
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Role Raw position (A) Events (B) Individual score Aggregates
(C)

Audit log

Fleet manager No Team distribution Via coaching access only;
no export

Yes No

Dispatcher Live position of trucks
on shift (route alerts)

No No No No

HR / disciplinary
panel

No Verified incident
records only

Never as evidence No No

Insurer No Pseudonymised
only

No Yes No

Independent auditor Samples under NDA Samples No Yes Yes

Union reps /
Governance Board

No No Own member data on
request

Yes Summary
reports

Platform administrator Technical access,
logged, no browsing

No No No Yes
(append-only)

Data Protection
Officer

On request On request On request Yes Yes

Every access is authenticated, purpose-stated and recorded in an append-only audit log reviewed quarterly and
summarised to the union.

5. Permitted uses of the safety score
• A private conversation between a driver and a coach about patterns the driver can act on.

• Choosing training topics for a depot or group.

• Fleet-level and depot-level trend reporting, including to the insurer, in aggregate only.

• Recognising improvement over a driver's own history (not against other drivers).

• Investigating a specific incident, together with verified incident evidence and human review.

6. Prohibited uses of the safety score
• Dismissal, demotion, suspension, or any disciplinary action based on the score alone or mainly on the score.

• Pay, bonus, overtime or route allocation decisions as a penalty linked to the score.

• Publishing or circulating rankings or league tables of drivers.

• Giving the insurer or any third party driver-identified scores or records.

• Using location or any data from off-duty time.

• Combining the score with route deviation alerts to assign blame.

• Making any employment decision automatically, without a person reviewing the facts.

• Scoring a driver who has fewer than 500 km in the window or on routes where gradient data is missing.

7. Driver safeguards and appeals
Safeguard Commitment

Transparency Driver sees own score, each component, and for braking the gradient band and threshold applied.

Minimum evidence No score under 500 km in 28 days; no score when more than 5% of distance has unknown gradient.

Appeal Driver (or union rep) may challenge a score or event within 14 days; answer within 10 working days; score
marked "under review" and unusable until resolved.

Context Weather, load, traffic and vehicle faults can be recorded as mitigating context.

New route or truck 28 days without any action on the score after a route reassignment (TN-6).

Human review Any employment decision must rest on verified facts reviewed by a person; the score may not be the
reason.

8. Governance, metric changes and enforcement
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• Governance Board: Fleet Manager, two union representatives, Data Protection Officer, insurer observer
(non-voting). Meets monthly; reviews fairness statistics (correlation with terrain, paired differences), access reports
and complaints.

• Metric changes: the insurer-facing KPI (terrain-normalised harsh-braking rate per 100 km) is frozen for 12 months.
Changes need Board approval and a restated baseline. A confirmed terrain-fairness defect is an emergency
change.

• Independent review: the union may trigger an external review of the scoring method.

• Enforcement: misuse of data or the score is itself a disciplinary matter for the person who misused it; access is
revoked immediately.

• Policy changes: only through the Board, with written notice to all drivers.

9. Sign-off
Role Name Signature / date

Fleet Manager

Union representative

Insurer liaison (acknowledged)

Legal / Data Protection Officer

Project Manager


